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Abstract—Recent  research has demonstrated that
blockchain-enabled robot swarms—where robots coordinate
using blockchain technology—can secure robot swarms
by neutralizing malicious and malfunctioning robots.
This security is achieved through blockchain technology’s
consistency properties. However, prior work addressed
malfunctions at the information level, that is, it studied how
to neutralize robots that stored information in the blockchain
that did not correspond to the real-world state (i.e., it
studied the oracle problem). In contrast, this study focuses on
inconsistencies at the blockchain protocol level. We analyze
how network partitions, which may arise from robots’ local-
only communication capabilities, malfunctioning hardware,
or external attacks, can lead to inconsistent information in
a robot swarm. In order to mitigate these disruptions, we
propose a decentralized approach to detect partitions and a
corresponding response. We study our approach in a swarm
robotics simulator, where we demonstrate its effectiveness in
reducing blockchain inconsistencies.

I. INTRODUCTION

Swarm robotics studies how multiple simple robots can
coordinate to complete tasks that are beyond the capability
of individual robots [1], [2]. Through decentralized con-
trol and local interactions, it seeks to ensure flexibility,
scalability, and robustness in multi-robot systems. Although
robot swarms were often assumed to be resistant to the
influence of Byzantine robots—robots showing discrepancies
between their intended behavior and their actual behavior—
this assumption has been proven wrong [3].

Recent work has established that blockchain technol-
ogy [4], [5] can secure robot swarms by effectively neutraliz-
ing Byzantine robots [3], [6], [7]. Besides identifying Byzan-
tine robots, such blockchain-enabled robot swarms also have
the potential to enable robot economies, improve data con-
sistency, and incorporate rules for open robot swarms that
decide which robots may join or must leave the system [8].
In blockchain-enabled robot swarms, each robot acts as a
node in a peer-to-peer blockchain network, maintained exclu-
sively by the robots, where coordination is achieved through
blockchain-based smart contracts—programming code exe-
cuted on data stored in the blockchain. These smart contracts
enable the decentralized network to verify and agree on com-
putations while governing how robots interact, coordinate,
and respond to different situations. The robots share and
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Fig. 1. In our setup, each robot performs a random walk while acting
as a node in a blockchain network maintained by the robots. The random
movement and local-only communication of the robots can lead to network
partitioning, which causes inconsistencies in blockchain data due to delays
in block propagation. When the framework detects that a robot’s blockchain
data is potentially inconsistent (based on the latest block’s timestamp, as
shown by the two robots in the center), it triggers a panic behavior: the robot
temporarily increases its communication range to increase the probability
of synchronizing with the latest blockchain data.

store information by creating blockchain transactions, which
smart contracts then process according to predefined rules
and logic.

To perform the required tasks, the robot swarms move and
disperse throughout their environment. Given their limited
communication capabilities, only nearby robots can interact,
leading to the formation of clusters, or partitions, of con-
nected robots within the swarm [9], [10]. These blockchain-
enabled robots independently maintain their version of the
blockchain, proposing and validating new blocks only with
robots that are within their communication range. As a result,
each partition develops its own blockchain version, which
remains consistent among the robots within that partition
but differs from those of other partitions. This inconsistency
in blockchain states across partitions can lead to conflicts,
such as data discrepancies or overwriting, when robots with
different chains reconnect and synchronize. The longer the
partitions persist, the greater the inconsistencies become.
The issue becomes especially critical when the swarms must
act on blockchain data rather than merely store it—acting
on inconsistent information can severely compromise the
mission of the swarm.

Previous research has addressed Byzantine faults at the
smart contract level—specifically focusing on the oracle
problem of verifying that blockchain-stored information cor-
responds to real-world conditions [11]—where such faults
can only be neutralized if the security properties of the
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underlying blockchain protocol are respected. However, in
the event of swarm partitioning, this may no longer hold,
undermining the advantages of integrating blockchain tech-
nology into the swarm. In light of this, we study Byzantine
faults at the blockchain protocol level, particularly analyzing
how swarm partitioning and local communication can lead to
inconsistencies in a blockchain’s information state, compro-
mising both the liveness and security of blockchain-enabled
robot swarms.

We focus our analysis on blockchain-enabled robot
swarms using the Proof-of-Authority (PoA) consensus pro-
tocol, as this was used in most previous research and was
shown to be suitable for execution on real robots [7], [12]. In
addition to examining how partitions introduce inconsisten-
cies in blockchain-enabled robot swarms, we analyze their
impact on this widely used consensus protocol. Partitioning
can disrupt PoA, potentially halting or delaying blockchain
growth, which in turn prevents the timely dissemination of
new information. This issue is especially critical for time-
sensitive tasks, such as victim localization in search-and-
rescue missions.

To address the challenges posed by partitions, robots
require mechanisms to detect and resolve severe partition-
ing. To this end, we propose a framework that can be
integrated into existing blockchain-enabled robot swarms to
reduce the likelihood of inconsistencies and deadlocks in the
blockchain. The framework operates on each robot individ-
ually, making it easy to add to the swarm controller, and
consists of two modules: (i) the trigger rules, a set of rules
that assess partition severity based on blockchain status and
initiate a change of behaviors, and (ii) the panic behaviors,
which adjust the robot’s control values to encourage partition
reconciliation. Figure 1 illustrates how the framework works.

We evaluated the framework’s performance using the
ARGoOS robot swarm simulator [13], demonstrating how it
mitigates the negative impact of partitions on the robots’
blockchains. The framework effectively improves consis-
tency, thereby enhancing the overall security of the swarms.

II. BLOCKCHAIN PRELIMINARIES

Blockchain technology enables peer-to-peer networks to
achieve consensus on data without the need for mutual trust
among the peers (nodes) of the network [4]. Specifically,
a blockchain is a decentralized database consisting of a
sequence of blocks, starting with the common genesis block.
Each block contains transactions, created by nodes, which
store arbitrary data, and a cryptographic hash pointer to
its previous block in the sequence. Therefore, altering any
block invalidates all subsequent ones, making the blockchain
relatively tamper-proof thanks to the longest-chain rule (see
below).

Blocks are added to the blockchain based on a consensus
protocol. In the first developed consensus protocol, based on
Proof-of-Work (PoW), some nodes (miners) were required
to solve cryptographic puzzles using computational power to
validate blocks [4]. In this work, we focus on the significantly
less computationally expensive Proof-of-Authority, where a
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Fig. 2. The three robots have different blockchain versions. Up to block b2,
all three robots have the same blockchain. With the third blocks (b3 and b3’),
the blockchains diverge. Robot 1 does not have an inconsistency because it
has the longest blockchain in this example. Robot 2 has an inconsistency
of 3 because its common blockchain with the longest blockchain is three
blocks shorter than the longest blockchain. Robot 3 has an inconsistency of
length 2 because its out-of-sync blockchain is two blocks shorter than the
longest blockchain of Robot 1.

selected group of N nodes (sealers) create blocks after
a configured time period, called block period [14]. After
sealing a block, a node must wait for L%J additional blocks
before sealing another one. A preferred sealer—that is, a
sealer who is given priority to propose the next block—is
chosen in a round-robin fashion for each block. While the
preferred sealer has the first opportunity to propose a block,
other sealers can also submit block proposals if the preferred
sealer fails to do so within a specified time frame.

When multiple sealers create blocks simultaneously, con-
flicting blockchain versions (forks) can arise, causing incon-
sistencies due to conflicting transactions or their different
order. To resolve forks, nodes compare blockchain versions
using the longest-chain rule. This rule assigns a difficulty of
1 to blocks from non-preferred sealers and 2 to those from
preferred sealers. The chain with the higher total difficulty
(called the longest chain) is accepted, while the other is
discarded. Due to the possibility of forks, a new block is not
final and may be discarded based on the longest-chain rule.
To address this, users (or robots) wait for a certain number of
subsequent blocks, denoted as confirmations, before consid-
ering a block final. The user selects this number, balancing
two factors: more confirmations reduce the likelihood of a
block being discarded but also introduce additional delay [4].

IIT. RELATED WORK

Several studies employ blockchain technology to secure
robotics applications [15], [16], [17], [18]. For instance, [6]
proposes an information market where robots trade data via
blockchain transactions, preventing malicious actors from
influencing swarm decisions through smart contracts. In [12],
blockchain-based coordination rules enhance swarm forag-
ing, while [19] demonstrates consensus in swarms despite
Byzantine robots. These applications naturally cause a swarm
to disperse into locally connected clusters that maintain
separate blockchain versions. Inconsistencies between these
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blockchain versions become critical when the swarm must
act on information rather than merely collect it. Acting too
soon risks relying on inconsistent data, while acting too
late causes delays, which are problematic in time-sensitive
scenarios.

In distributed systems, the CAP theorem [20] asserts
that at most two of the following three properties can be
achieved at once: consistency (all honest nodes agree on
the same block sequence), availability (nodes have access
to all data needed to validate transactions and maintain
consensus), and partition tolerance (the system continues
operating correctly despite network partitions) [21], [22]. As
of today, most studies in blockchain-enabled swarm robotics
have focused on enhancing partition tolerance while ensuring
availability [23], whereas the consistency property has been
less studied. An exception is [24] that, to improve consis-
tency, leverages the concept of Extended Virtual Synchrony
(EVS) [25]. EVS provides agreement on the blockchain
status only between nodes belonging to the same cluster,
i.e., those that are in communication. When nodes belonging
to different clusters connect, their local blockchains merge
into a Directed Acyclic Graph (DAG)-based ledger called
SwarmDAG, preserving all collected data. Similarly, [26]
introduces Blockgraph, a DAG-based blockchain for mobile
ad-hoc networks, featuring consensus, block management,
and group management modules to ensure resilience to
network partitions. Other works, such as [27], [28], employ
IOTA, a DAG-based distributed ledger [29], to create a
partition-tolerant and Byzantine-tolerant system. [27] utilizes
IOTA’s smart contracts for vision-based anomaly detection in
multi-robot environments, while [28] integrates IOTA with
ROS 2 for mapping in intermittently connected networks.

While DAG-based solutions improve partition tolerance,
they have drawbacks: (i) inconsistent data due to unresolved
conflicts; (ii) growing inconsistencies as clusters lack incen-
tives to merge; (iii) no common “final” block, making con-
sensus and action difficult; and (iv) excessive data retention,
unsuitable for resource-limited agents. Our approach uses
a linear blockchain and encourages partition reconciliation,
ensuring consistency and actionable information.

An alternative approach is PeloPartition [30] that cre-
ates separate blockchain branches during network partitions,
assigning miners to consensus groups and allowing only
partitioned members to sign blocks. Though it resolves
conflicts upon merging, it supports only one split and merge
at a time, making it unsuitable for swarm robotics. Similarly,
Komorebi [31], a DAG-based Byzantine fault-tolerant proto-
col, improves partition tolerance by dividing the blockchain
into shards. However, since shards can still communicate, it
fails in scenarios where nodes are physically isolated.

Ensuring consistency is especially critical when malicious
agents deliberately create inconsistencies to execute 51%
attacks, where a single entity controls most nodes, enabling
blockchain takeover, double-spending, and data forgery. Var-
ious methods aim to reduce these inconsistencies and prevent
such attacks [32], [33]. For instance, [34] proposes randomly
selecting the node that verifies new blocks, while [35] sug-
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gests choosing a random group of miners for block proposals.
Other approaches accept only blocks from different miners
than the previous proposers [36] or increase chain difficulty
based on miner activity [37]. Consensus rate also plays a key
role, with [38] allowing users to set it and [39] requiring
60% node agreement. Other work reduces inconsistencies
by optimizing blockchain parameters [40]; however, it relies
on PoW, which is unsuitable for swarm robotics. These
consistency-focused solutions assume connected networks.
In partitioned swarms, they become impractical, as the
selected nodes may not be physically present, causing block
production to stall or face significant delays.

Existing blockchain-enabled swarm robotics solutions ig-
nore the risks of agents operating on different blockchain
versions, while consistency-focused approaches fail in par-
titioned networks. This work analyzes inconsistencies in a
basic swarm scenario, highlighting their significance and
proposing a framework to prevent severe inconsistencies
while maintaining partition tolerance. Unlike previous meth-
ods that sacrifice either consistency or partition tolerance, our
framework dynamically adjusts based on task requirements,
making it adaptable to a broader range of applications.

IV. METHODS

The fundamental rationale for using a blockchain is to
maintain consistent and tamper-proof information in a peer-
to-peer network. Information inconsistencies—situations
where different nodes maintain different information—
represent one of the most critical challenges in blockchain
implementations. Indeed, many security vulnerabilities in
blockchains (e.g., double-spend attacks) have inconsistent
information as an underlying prerequisite. In this paper, we
analyze blockchain security and performance by examining
the occurrence of these inconsistencies.

Consistency is particularly crucial in swarm robotics ap-
plications where robots must modify their behavior based
on information stored in the blockchain. For example, in a
search-and-rescue scenario, robots might need to vote via a
smart contract on which victims should be rescued first. If
the blockchain contains forks, different forks might contain
conflicting votes: one fork could indicate person A should
be rescued first, whereas another could indicate person B.
This could lead to a situation where no rescue operation is
successfully completed because robots are split between both
locations without sufficient numbers at either to transport
victims to a safe place. Similarly, if a robot is out-of-sync
(i.e., has not received new blocks for an extended period), it
might not receive any information about victims’ locations
at all.

Such inconsistencies can occur accidentally, particularly
due to network delays caused by partitioning (where the
robot swarm is divided into disconnected sub-swarms, pre-
venting information flow between them) or by low band-
width. They can also result from malicious activity, such as
jamming attacks or selfish mining.
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Fig. 3. In our experiments, 8, 16, or 24 robots perform a random walk
in a square environment of dimension 1.9 x 1.9m?. The communication
range is set to 0.1 m, leading to slow information propagation.

A. Formal definition of blockchain inconsistencies

Let z denote the number of confirmations a block b has
received (i.e., z is the number of successive blocks extending
b), and let z* denote the minimum number of confirmations
that are required for a block to be considered final. The
choice of z* yields a trade-off between speed and security:
higher values create delays but make it less likely that robots
act on inconsistent information. Let d be the block period of
the PoA consensus protocol, set by the swarm designer (the
default value in PoA is d = 15 s, which we also use in this
work). Let B;(r) denote the blockchain of a robot r at time
t and let B} denote the longest blockchain at time ¢ in the
swarm.

A robot r is considered to be experiencing a severe
inconsistency if, at any timestep ¢, B;(r) is a fork or out-
of-sync blockchain that differs by at least z* confirmations
from the longest blockchain in the swarm (for a graphical
representation, see Figure 2).

In order to calculate this difference, let p; be the last
common block of B;(r) and Bj. The inconsistency length
the robot r is experiencing at this timestep ¢ is then
I(r) = length(B;) — block_number(p; ). If different longest
blockchains B; exist, the blockchain versions are compared
with the longest chain with which they share the most blocks
(excluding a robot’s own blockchain). In order to calculate
the probability that robots act on consistent information
(i.e., the probability that they do not experience severe
inconsistencies), we measure the percentage of timestamps ¢
over all robots r for which it is true that I;(r) < z*.

In addition, we measure the block reception time in
seconds for different values of z2*: for each block in a
robot’s blockchain, this is the time elapsed until it receives
z* subsequent blocks (i.e., z* block confirmations).

B. Experimental setup

Our experiments are conducted in the ARGoS robot swarm
simulator [13], using Pi-puck robots (previous research has
demonstrated that physical Pi-puck robots can successfully
maintain blockchain networks [7], [12]). The arena is a
square environment of 3.61 m?, surrounded by walls (see
Figure 3) and the robots perform a random walk—we use
this setup as it has been used for blockchain-enabled swarm
robotics experiments in previous research [7]. Each experi-
ment runs for 1,800 seconds, and we perform 10 repetitions
per experiment configuration.
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Each robot in the robot swarm functions as a blockchain
node and block producer in Toychain, a lightweight
blockchain framework specifically designed for swarm
robotics experiments [41], [42]. Toychain supports the Proof-
of-Authority consensus protocol, simulating Ethereum’s
Clique implementation [14]. Its clock synchronization feature
ensures temporal consistency between the simulation clock
in ARGoS and blockchain operations.

This setup allows us to obtain simulation results faster
than real-time. Moreover, because Toychain’s PoA closely
models Ethereum’s PoA, these results can be transferred to
real-world applications by leveraging the mature and well-
established Ethereum framework [5].

V. INCONSISTENCIES ANALYSIS

In this work, we argue that swarm partitioning nega-
tively impacts information propagation among the robots’
blockchains. To support this claim, we analyze the likelihood
of inconsistencies and the time required to generate and
disseminate blockchain blocks.

Figure 4a shows the probability of acting on consistent
data for different numbers of confirmations z* and for
various swarm sizes. This plot was obtained by computing
the cumulative percentage of time during which robots
experience certain inconsistency lengths in our experiments.
Figure 4a could then be used as a decision-making tool
for swarm designers. Specifically, if a scenario requires a
certain percentage of robots to act on consistent information,
a swarm designer could select the appropriate number of
required confirmations z*. For example, in a swarm of 16
robots, achieving approximately 80 % probability that robots
act on consistent information would necessitate selecting
z* =5 as the minimum required number of confirmations.

The swarm size correlates with the frequency of in-
consistencies: larger swarms exhibit higher inconsistency
rates because they have more sealers than smaller swarms
and therefore they generate blocks more frequently. Conse-
quently, in smaller swarms, a lower value of z* can be chosen
to achieve the same probability that robots act on consistent
information.

Despite this relationship, the time required for a specific
percentage of robots to confirm the data remains relatively
similar across swarm sizes. For example, to get approxi-
mately 80 % probability to act on consistent information, one
would need to select 3 confirmations in a 8-robot swarm
and 6 confirmations in a 24-robot swarm. To receive 3
confirmations, it is expected to take 100 seconds in a 8-robot
swarm, and to receive 6 confirmations, it is expected to take
120 seconds in a 24-robot swarm (see Figure 4b).

In summary, if a scenario requires a high percentage of
robots to act on consistent information, a swarm designer
must first be aware that such a situation requires waiting
for a certain number of block confirmations. In addition,
the designer might need to select a relatively high number
of confirmations, resulting in undesirable delays in task
execution. Therefore, in blockchain-enabled robot swarms,

Authorized licensed use limited to: Politecnico di Milano. Downloaded on December 12,2025 at 15:42:42 UTC from |IEEE Xplore. Restrictions apply.



60 -

401

20 —&— 8 robots

16 robots
=& 24 robots

0 10 15 20
Number of Confirmations (z*)

(a)

Probability of Consistency (%)

Fig. 4.

Mean Block Reception Time (s)

-$- 8 robots

16 robots
=&~ 24 robots

800
700 A
600 -
500 A
400 -
300 -
200 A

100 A

0 5 10 15 20
Number of Confirmations (z*)
(b)

Inconsistencies analysis (10 repetitions per swarm size, error bars show interquartile ranges). (a) In a larger swarm, there are more inconsistencies,

therefore one needs to select a higher number of confirmations z* to reach the desired probability of acting on consistent information. (b) With a larger
swarm, the mean block reception time decreases. Therefore, even though such swarms are experiencing more inconsistencies, these inconsistencies are also

expected to be resolved faster.

there exists a fundamental trade-off between maintaining
information consistency and ensuring timely task execution.

VI. THE PROPOSED APPROACH

To reduce the development of inconsistencies and mitigate
their drawbacks (see Section V), we introduce a framework
that complements the standard operation of blockchain-
enabled robot swarms. This framework consists of two
modules: the trigger rule and the panic behavior.

For each robot, the trigger rule continuously monitors the
status of its blockchain, detecting whether prolonged network
partitioning has significantly delayed or halted block produc-
tion or reception. Potential partitions are identified based on
the fact that a decrease in network connectivity lowers the
probability of finding a suitable sealer. This leads to a greater
expected difference between the actual time it takes to create
a block and the configured block period (see Section II).
As a result, the time elapsed since the most recent block’s
timestamp can serve as an estimate of partition severity.
To capture this, the trigger rule continuously monitors this
elapsed time and compares it against a predefined threshold,
set in this work to three times the configured block period:
3d = 3 x 15s = 45 5. If the elapsed time exceeds this safety
threshold, the robot initiates a change in behavior.

This change, called panic behavior (the second module),
adjusts the robot’s control parameters to improve its con-
nection to the swarm, thus promoting the synchronization
of its blockchain. Specifically, in this work, we implement
a temporary increase in the robot’s communication range
from 0.1 m to 0.5m, simulating the transition from a low-
power, short-range communication technology to a high-
power, long-range one. This strategy increases the likelihood
of establishing communication with peers that possess more
recent blockchain data (enabling the robot to synchronize
its local blockchain) by leveraging the fact that the rate of
robot encounters is proportional to the communication range
[43], [44]. Once blockchain synchronization is performed,
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the trigger rule is no longer met and the robot reverts to its
normal communication range of 0.1 m. This low communi-
cation range saves energy, as longer-range communication
consumes significantly more power, which is a bottleneck
for robots with limited battery capacity.

A. Results and Discussion

To validate the proposed framework, we conducted exper-
iments with a single swarm size (16 robots) to maintain a
concise comparison. These experiments confirmed that our
framework significantly improves consistency among local
blockchains. As shown in Figure 5a, for all blockchain
confirmation values z*, our approach achieves a higher prob-
ability of consistency compared to the original blockchain-
enabled robot swarms. For instance, with z* 4, the
likelihood of robots acting on consistent information in-
creases from approximately 74 % in the original setting to
approximately 84 % with our framework.

Throughout the experiments, robots spent only a small
fraction of their time satisfying the trigger rule and exe-
cuting the panic behavior (mean: 7.3 %, standard deviation:
6.5 %). This demonstrates the efficiency of our framework
in preserving normal operations while effectively resolving
inconsistencies when needed.

As illustrated in Figure 5b, incorporating the panic be-
havior also decreases the average reception time for new
blocks. This indicates that our approach not only reduces the
number of confirmations z* required for a given probability
of acting on consistent information but also shortens the
time needed to obtain these confirmations. In the previous
example with z* = 4, the expected time to receive these
four blocks decreases from 97s to 81s on average.

Our findings allow swarm designers to select appropri-
ate block confirmation values z* based on the consistency
requirements of a given mission. For instance, in our 16-
robot setup, if a task must be executed within a maximum
delay of 200 seconds, one can expect to receive 10 confir-
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mations within this timeframe, ensuring a 97% probability
of consistent information across the swarm. By enhancing
the probability of robots acting on consistent information in
blockchain-enabled swarms, our work provides a framework
for predicting swarm behavior. In doing so, we address a
critical challenge often overlooked in previous research: the
fact that blockchain security properties hold only when the
underlying inconsistencies of the blockchain protocol are
properly accounted for.

VII. CONCLUSIONS

In this work, we questioned the security properties of
blockchain-enabled robot swarms when required to act on
information stored in the blockchain. Inconsistencies in local
blockchains, caused by swarm partitioning, can significantly
disrupt the swarm’s mission. Using a simple scenario, we
analyzed how partitioning affects the overall blockchain
consistency, quantified the severity of these inconsisten-
cies, and estimated the time required to resolve them. We
demonstrated that employing blockchain frameworks without
waiting for block confirmations can lead to decisions based
on highly inconsistent data, undermining the very purpose
of using blockchain in robot swarms. Furthermore, we intro-
duced a novel framework consisting of trigger rules and panic
behaviors, designed to reduce the occurrence of inconsis-
tencies and accelerate their resolution. Experimental results
confirmed the effectiveness of our approach in increasing the
overall consistency and speeding up data dissemination, all
while minimizing the disruption to the swarm behavior.

Our study focused on a challenging scenario with a
very low communication range. Future work will explore
different ranges and refine the trigger rule, which currently
detects only out-of-sync blockchains. In real-world applica-
tions, increasing the communication range (e.g., switching
from Bluetooth to Wi-Fi) as a panic behavior may lead
to higher energy consumption. To minimize the battery
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drain, panic behaviors should be optimized based on robot
capabilities and mission requirements. Alternative behaviors
might include homing or flocking. In future work, we aim
to develop a comprehensive framework by studying varied
communication ranges, advanced trigger rules, alternative
panic behaviors, and diverse movement patterns, ensuring
robot swarms can truly benefit from the security offered by
blockchain technology.
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