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Abstract
In this work, we demonstrate how a blockchain can be used as shared knowledge
medium, computing platform, and reputation management system in robot swarms. We
show that a swarm of robots can collectively determine the relative frequency of environmental features via blockchain-based smart contracts (decentralized protocols executed
via blockchain technology). Consensus in the swarm is achieved in a fully decentralized
way without the need of an external observer. Via the presented reputation management system residing on the blockchain, the impact of malfunctioning robots (Byzantine
robots) can be managed. We conducted three experiments using a robot swarm simulator, showing (i) the feasibility of the approach, (ii) the trade-off between blockchain
size and accuracy, and (iii) the suitability of the blockchain as a reputation management
system.
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1 Introduction
In swarm robotics research, it is often assumed that robots do not have access to shared
knowledge. This is mainly due to three reasons: (i) it could be unfeasible to set up the infrastructure for such a shared knowledge system; e.g., if the robots are in a remote area and
scattered throughout a large physical space, (ii) the shared knowledge system could represent an unacceptable single point of failure, and (iii) it might be computationally too complex to process all incoming and outgoing data in a single system. By sharing knowledge,
however, it may become easier to determine whether consensus has been reached or to aggregate the information of the individual robots (the shared knowledge system could, for
example, calculate the mean value of the sensor readings of the single robots). Hence, decisions could be based on a shared view of the world, possibly simplifying several swarm
robotics tasks.
In this paper, we show that blockchain technology can provide the infrastructure for setting up a shared knowledge system in a robot swarm (see Figure 1 for a high-level overview of
the approach). The blockchain is a peer-to-peer database and computing system, originally
devised for the digital currency Bitcoin [13].
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Figure 1: Left: Example of a generated floor (2 × 2 m2 ) covered with 400 black and white
tiles. The robots collectively estimate the relative frequency of the black tiles. Right: In this
simplified example, the robots R1, R2, and R3 sense the features of the floor. Each robot Ri
locally stores a copy of the blockchain. R1 and R2 are within communication range, whereas
R3 cannot communicate with another robot. The robots R1 and R2 exchange their blockchain information: R2’s blockchain is longer than R1’s (R2 has solved block 3 by performing
a computational mining puzzle). Since robots agree on the longest chain, robot R2 sends
its latest block to R1. The blockchain contains transactions (sensor measurements in this
work).
We argue that via blockchain technology, one can address drawbacks of having a shared
knowledge system. For example, even if the robots are scattered throughout space, information in the blockchain can get aggregated once the robots are in communication range
again. The blockchain does not pose a single point of failure due to its consensus protocol
and its distributed character (replications of the data among the peers of the network). To
reduce the computational complexity, it is important to decide which information should
be processed via the blockchain and which information can be processed locally by the individual robots.
In previous work [19], we provided a proof-of-concept for addressing security issues in
robot swarms via blockchain technology using the blockchain implementation Ethereum [2,
23]. The goal of the previous research was to show that blockchain technology can provide
a security layer on top of existing algorithms and we implemented variations of existing
approaches using blockchain technology. We showed that an existing collective-decision
making approach fails as soon as one robot does not behave according to the protocol. In
contrast, the blockchain-based approach presented there is able to identify these Byzantine
robots and exclude them from the swarm.
However, the implementation of these variations reduced the design space to algorithms
originally designed for approaches without blockchain technology. In contrast, in this work,
we present a new algorithm tailored to blockchain technology, exploiting the blockchain’s
possibilities. To this end, we use the same experimental setup as in our previous research:
an environment in which the floor is covered with white and black tiles, modeled with the
robot swarm simulator ARGoS [14]. However, instead of solely determining if there are more
black or white tiles (i.e., a binary decision task), in the present work, the swarm’s goal is to
determine the relative frequency of black tiles (expressed as a value between 0.0 and 1.0)—a
collective estimation scenario which yields significantly more information and may be more
desired in real-world deployments. As soon as the uncertainty in the estimated relative frequency is below a threshold, the experiment is stopped in a fully decentralized way using
the blockchain. Additionally, we show how to identify Byzantine robots (robots performing
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“arbitrarily faulty or malicious behavior” [19]) via a simple reputation management system.
Besides its function as shared knowledge medium, the blockchain serves as audit log
and records all crucial actions—sensor readings in this work—in a tamper-proof way. The
data can, hence, be easily analyzed during or after the completion of an experiment. The
log may be important for digital forensics, monetarization, and trust in the outcome of an
experiment. Attacks, such as replay attacks or Sybil attacks are inherently prevented by using
blockchain technology.
We demonstrate the blockchain’s capabilities in three experiments (see Section 5). Experiment 1 provides a proof-of-concept of the feasibility of the shared knowledge approach;
Experiment 2 shows the trade-off between blockchain size and accuracy; and Experiment 3
demonstrates how Byzantine robots can be managed via a reputation management system.
The remainder of this paper is structured as follows. Section 2 summarizes related work.
Section 3 discusses which requirements must be met to use blockchain technology with
robot swarms. Section 4 describes the novel blockchain-tailored algorithm and the setup of
our experiments. Section 5 presents the results of our experiments. Section 6 discusses the
results and provides our conclusions.

2 Related Work
Many swarm robotics tasks require the swarm to make a collective decision [21]. Collective
decision-making tasks are divided into consensus achievement problems and task allocation problems [1]. Consensus achievement problems are then further divided into discrete
and continuous problems [21]. Discrete problems can be formalized as best-of-n problems,
where the swarm has to agree upon a choice among a finite set of n choices. In continuous
problems, in contrast, the swarm agrees upon a choice among an infinite set of continuous
choices. Examples of discrete problems are path selection [12], site selection [15], and collective perception [20]. Examples of continuous problems are collective motion [6], spatial
aggregation [18], and collective estimation (as studied in this work). However, all of these
problems were studied in secure laboratory settings and do not address the performance of
the approaches in the context of Byzantine robots.
At the outset of swarm robotics research, robot swarms were assumed to be fault-tolerant
by design, due to the large number and redundancy of the robots units [10]. The first survey on security issues in robot swarms was presented in [9]. The authors identify tampered
swarm members or failing sensors, attacked or noisy communication channels, and loss of
availability as the main threats to robot swarms. The detection of defective robots is, for
example, addressed in [5, 4]. Exogenous security issues, such as attacks on the swarm, were
only studied in later work. For example, in [24], a reputation management system is developed where each robot keeps a trust level about every other robot based on an agreed upon
protocol. A comparison of a swarm’s robustness to attacker strategies in a collective navigation scenario is studied in [17]. The required connectivity for achieving consensus when
malicious robots are present, is determined in [8]. A resilient consensus protocol for agents
with a dynamic network topology is presented in [16].
The idea of using blockchain technology for addressing security challenges in robot swarms
was first proposed in [3]. The author describes several features of blockchain technology
that could provide decisive advantages in real-world deployments (e.g., secure communication, data logging, and consensus agreement). In [19], this theoretical notion was supported with an implementation and proof-of-concept of how to manage Byzantine robots
via blockchain technology in a discrete consensus achievement problem.
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3 Blockchain technology for robot swarms
In this section, we briefly summarize characteristics of blockchain technology and describe
modifications and requirements for using blockchain technology in swarm robotics applications. In [19], we describe the fundamentals of blockchain technology in more detail. Further information about blockchain technology and smart contracts in general can be found
in [13, 2].
A blockchain is a tamper-proof decentralized system used as database and computing
platform. Originally devised for the digital currency Bitcoin, later adaptations used the underlying technology for other specific, non-financial applications (e.g., voting, identity management, and so on). In 2014, the Ethereum framework was released, which allows for running arbitrary Turing-complete applications via blockchain technology (blockchain-based
smart contracts). A blockchain-based smart contract is a container that encapsulates variables and functions executed via blockchain technology. We use Ethereum via geth (a tool
for running an Ethereum node, implemented in the Go programming language) in our implementations.
The participants (robots in this work) of a blockchain network locally keep a copy of the
blockchain. They create transactions and distribute them among their peers. The data of the
transactions is then used as input to the functions of smart contracts. A transaction contains
the signature of the address belonging to the sender. Therefore, it can be unambiguously
assigned to a specific participant (robot) and an attacker cannot create transactions under
a false identity.
The participants can have different blockchain versions. For example, during the experiments conducted in the scope of this research, the information written in the blockchain
differs among the robots, since the robots are not always close enough to communicate with
each other. Ethereum achieves consensus by agreeing on the longest blockchain, that is, the
one that required the highest Proof-of-Work (PoW). PoW requires the participants to solve a
computational puzzle (finding a hash value below a target value using transactions as input
to the hash function). The process of solving this puzzle is called mining; the number of
hashes a participants can compute per second is stated by its hash power. This ensures that
writing information into the blockchain is computationally expensive. Via the PoW-based
consensus protocol, the different blockchain versions of the robot can be resolved.1
It depends on the context whether a PoW-based consensus protocol is adequate. If no
intruder is able to enter the swarm (e.g., due to a permissioned blockchain system with an
access control layer), PoW is suitable: as long as the majority of nodes is honest, the data in
the blockchain can be trusted. If, however, an intruder can outperform the hash power of
the remaining robots (51 % attack), it can change the order of the transactions and decide
whether or not transactions should be included in the blockchain. To summarize, when using PoW, the information written in the blockchain can be trusted as long as no powerful
attacker can compromise the network. Additionally, even if robots break during the experiment, their data is securely stored in the blockchain.
Using available blockchain protocols like Ethereum, robots need to meet certain requirements in terms of communication, processing, and storage. The size of one transaction is
around 160 Bytes. In order to communicate with each other, robots should be able to send
and receive some kB/s, otherwise, they may not be able to synchronize their blockchain
states in an adequate amount of time. We studied the development of the size of the block1 The longest blockchain, that is, the one that required the higher PoW, gets accepted as the true blockchain,
while the shorter blockchains get discarded. Transactions that were in the shorter blockchains but are not yet in
the longest blockchain can become part of a block added later to the blockchain.
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chain over time in our experiments. During our experiments, the blockchain grew up to
7.5 MB, a size which could be stored on state-of-the-art robots in swarm robotics (e.g., the
e-puck robot platform [11]) without difficulty.
We use an auxiliary node for publishing the smart contract to the blockchain at the beginning of each experimental run. The auxiliary node then mines the smart contract and
distributes the contract address among the robots (i.e., the contract is written into the configuration file of the robots).
Additionally, the robots need ether (Ethereum’s cryptocurrency, i.e. immutable tokens
stored in the blockchain ledger) to be able to send transactions to the blockchain. To this
end, a custom genesis block (i.e., the first block in the blockchain) is used, which allocates
ether to the addresses associated with the robots. In this paper, we allocate 100 ether to each
robot, which ensures that there are no limitations on the amount of transactions the robots
can send to the blockchain.
In order to adapt the mining difficulty to the limited computational of the (simulated)
robots and to keep it at a constant rate (in order not to introduce an additional variable)
mining difficulty of Ethereum was set to a fixed value.

4 Methods
4.1 Experimental setup
In the experiments, the swarm’s goal is to estimate the relative frequency of black tiles in an
environment where the floor is covered with B black and W white tiles, B + W = 400. The
B
(in all our experiments,
task difficulty (ρ ∗b ) is given by the ratio of black to white cells: ρ ∗b = W
∗
‘white’ is the most frequent tile color, so that 0 ≤ ρ b < 1). The positions of the black and
white tiles and the positions of the robots are randomly chosen at the beginning of each
experimental run. In each time-step, a robot determines if it is above a black or a white tile
via its ground sensor.
The complete implementation of the presented approach is hosted on GitHub2 . N = 20
e-puck robots [11] are used in the robot swarm simulator ARGoS [14] (version 3.0.0-beta48)
with the plugin ARGoS-epuck [7]. ARGoS uses discrete time-steps (ten per second in our
experiments) to simulate the actions of the robots. The experiments were conducted on a
computer cluster with 32 cores. A private Ethereum network is used for the experiments
and each robot is allocated 100 ether3 at the beginning of each experimental run using a
custom genesis block. For each robot, the Ethereum implementation geth is executed using
one thread.
The robots move in the environment using a random walk routine. Each robot mines
(i.e., it performs the Proof-of-Work) from the start to the end of an experimental run. In
order to simulate the communication of real robots, simulated robots have the ability to
connect to each other’s Ethereum processes if their distance is smaller than 50 cm; they can
then exchange their blockchain information (blocks and transactions).
The shared knowledge in the blockchain is provided via a blockchain-based smart contract. Each robot works in exploration phases. The duration of each exploration phase is
30 seconds. A robot calculates the ratio between the number of black tiles and the total
B̂ i ,m
amount of tiles it sensed in this exploration phase: ρ̂ b (i , m) =
∈ [0, 1] (we use (i , m)
B̂ i ,m +Ŵi ,m

and the subscript notation i ,m for variables of a robot i in its mth exploration phase). The
blockchain-based smart contract provides a function called vote. It accepts a value be2 https://github.com/Pold87/blockchain-estimation

3 Ethereum’s cryptocurrency, which is required for sending transactions

5

tween 0.0 and 1.0 as an argument4 . At the end of each exploration phase, a robot interacts
with the function vote by sending a transaction with x i ,m as input; non-Byzantine robots
send x i ,m = ρ̂ b (i , m), while Byzantine robots send x i ,m = 0.0.
Every time a robot sends a vote transaction to the smart contract, the mean x̄ t and standard error of the mean sx̄ = psn are stored and calculated via the smart contract. These statistics are updated via a single pass online algorithm to reduce their computational require1
ments [22]. Using this online algorithm, the mean is updated via x̄ t +1 := x̄ t + n+1
(x i ,m − x̄ t ).
The sum of squares of differences from the current mean M 2,t +1 := M 2,t + (x i ,m − x̄ t )(x i ,m −
M +1
x̄ t +1 ) and the sample variance s t2+1 := 2,t
are used in an intermediate step to calculate the
n
s t +1
.
standard error of the mean s x̄,t +1 := p
n+1
The standard error of the mean is used as uncertainty metric; as soon as sx̄,t drops below
a threshold τ, the blockchain event consensusReached is set to true. At the end of each
exploration phase, a robot queries the status of the event consensusReached. If the value
is true, the robot stops to explore the environment and only continues the random walk.
As soon as all N robots received true from the consensusReached event, the experimental
run is stopped and the total time (consensus time) is recorded.

4.2 Byzantine robots and reputation management
In Experiment 3 (Section 5.3), we study the influence of Byzantine robots. While there are
many possible Byzantine failures, in this paper, a Byzantine robot sends a quality estimate
of x i ,m = 0.0 in all exploration phases m independent of its actual sensor readings.
To be able to identify these Byzantine robots, a reputation management system is implemented via the smart contract (i.e., the reputation of the individual robots is stored and
managed via the blockchain). The idea of the reputation management system is that a robot
with a properly functioning sensor is likely to increase its reputation over the course of an
experimental run, while a Byzantine robot’s reputation value is likely to decrease.
Every time a robot i sends a vote transaction (with x i ,m as input) at the end of its exploration phase, its reputation r i ,t gets updated. To this end, the absolute difference between
the value sent by the robot and the mean of all sent values of all robots (x̄ t ) stored in the
smart contract is calculated (|∆x| = |x i ,m − x̄ t |). This difference is then used to update the
robot’s reputation value (a small difference will increase a robot’s reputation, while a large
difference will decrease its reputation): r i ,t +1 := r i ,t −u(|∆x|) = r i ,t −a|∆x|2 +b. The variables
a and b are design variables that determine the shape and offset of u, respectively (we used
a = 4, b = 0.3 see Figure 2). For u(|∆x|) > 0, a robot’s reputation increases, otherwise the
reputation decreases. With a = 4, b = 0.3, the reputation increases, if |∆x| < 0.273. At the
beginning of each experimental run (t = 0), each robot i gets assigned the initial reputation
value r i ,0 = 1.0.
Once the reputation value of a robot drops below a threshold r mi n = 0.0, its votes are
ignored for the rest of the experimental run.
The reputation value r i ,t +1 of a robot is used as weight in the calculation of the weighted
P P
r ,t +1
mean x̄ t +1 := x̄ t + iR
(x i ,m − x̄ t ), where R = i t r i ,t is the total sum of reputation values.

4.3 Metrics
The following metrics are used to determine the performance of our approach:
• Mean absolute error MAE = |ρ b − x̄ ∗,∞ |: this statistic is the absolute value of the differ4 Smart contracts in Ethereum accept and handle integer values only. Therefore, in the actual implementation,
we multiply all values by 106 .
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Figure 2: The figure shows how the difference between the value sent by the robot and the
mean written in the blockchain (|∆x| = |x i ,m − x̄ t |) influences the update of the reputation
value u(∆x) = ∆r = r i ,m+1 − r i ,m . If |∆x| is smaller than T = 0.273, the robot’s reputation
increases, otherwise the reputation decreases.
ence between actual relative frequency of black tiles (ρ b , set by the experimenter) and
the collective swarm estimate (x̄ ∗,∞ ) at the end of an experimental run. To obtain the
collective swarm estimate, one robot is randomly chosen, and the mean as written in
this robot’s blockchain is used.
• Consensus time T N : this statistic is the time in seconds until all robots have received
the stop signal.
• Blockchain size BCMB : this statistic indicates the blockchain size in MB of one randomly chosen robot, determined at the end of each experimental run.
• Exit probability E N : this statistic states the ratio of runs in which the robots correctly
determined that ‘white’ is the most frequent tile color. For its calculation, the discrete
collective swarm estimate is used: this value is 1 if the collective estimate is smaller
than 0.5 (i.e., the robots correctly determined that there are more white than black
tiles) and 0 otherwise.

5 Experiments
5.1 Experiment 1 – Increasing the relative frequency of black cells
The goal of Experiment 1 is to provide a proof-of-concept of the shared knowledge approach; we determine if the shared knowledge system can be used to estimate the relative
frequency of the color of tiles. We vary the relative frequency of black tiles (ρ b ) to test the approach. In this experiment, the reputation management system is not used (i.e., the weights
are fixed: ∀m : r i ,m = 1.0).
The actual vs. predicted plot shows that the median value of the collective swarm estimate x̄ ∗,∞ is very close to the actual values ρ b (dashed lined in Figure 3 top left): the
variability is small. A low mean absolute error of approximately 0.01 was achieved for all
values of ρ b . The measured statistics are independent of ρ b and, hence, independent of
the difficulty of the task. The median value of the consensus time is 300 seconds. The median blockchain size is 0.6 MB. The exit probability is E N = 1.0 for all values of ρ b , except
for ρ b = 0.48, where it slightly decreases to 0.95. The high and stable E N is in contrast to
the modulation-based collective decision-making approaches studied in [20, 19], where E N
drops with higher difficulty levels.
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Experiment 1 – Increasing the relative frequency of black cells
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Figure 3: The collective swarm estimate x̄ ∗,∞ is accurate for all relative frequencies of black
tiles ρ b : the mean absolute error (MAE) is low. The discretized collective swarm estimate
yields a perfect exit probability EN of 1.0 for all ρ b < 0.48, with a slight decrease to 0.95
at ρ b = 0.48. The consensus time TN is independent of ρ b . The blue curves are fitted via
local regression, the gray areas represent the 95 % confidence interval. 30 repetitions of the
experiment were executed for each value of ρ b .

5.2 Experiment 2 – Influence of the threshold τ
In Experiment 2, we study the influence of the threshold parameter τ on (i) the mean absolute error, (ii) the size of the blockchain at the end of one experimental run, and (iii) the
consensus time. A fixed relative frequency of black tiles was used (ρ b = 0.40).
The results show that τ may be used for trading off memory and speed with accuracy and
variability (Figure 4). Using the smallest threshold τ = 0.006, the blockchain size can grow
up to around 7.5 MB with a median consensus time of 780 seconds. The small threshold
value leads to a low mean absolute error (≈ 0.006) with a low variability. With increasing τ,
the blockchain size decreases, requiring only 335 kB with τ = 0.030; the consensus time decreases to 175 seconds at τ = 0.030. However, increasing τ results in a higher mean absolute
error (≈ 0.017 at the highest setting), a higher variability of the error term, and a higher probability of outliers.

5.3 Experiment 3 – Reputation management system and influence of Byzantine robots
In Experiment 3, we study the influence of the number k of Byzantine robots on a nonsecure and a secure approach. Using the non-secure approach, the reputation value r i ,m
is fixed for all i and m. Using the secure approach, r i ,m gets updated as described in Section 4.2. The relative frequency of black cells is fixed at ρ b = 0.40. The length of one experimental run was set to 450 seconds in order to control differences due to varying consensus
times.
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Experiment 2 – Influence of the threshold τ
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Figure 4: The uncertainty threshold τ achieves a trade-off between blockchain
size BCMB /consensus time TN and mean absolute error MAE. The blue curves are fitted via
local regression, the gray areas represent the 95 % confidence interval. 30 repetitions of the
experiment were executed for each value of τ.
The comparison between the non-secure and secure approaches shows the advantage of
the reputation management system (Figure 5). While the performance of the non-secure approach linearly deteriorates when increasing the number k of Byzantine robots, the secure
approach is stable for smaller values of k. However, it can present a stronger deterioration
when k is large (that is, when almost half of the robots in the swarm are Byzantine robots).

6 Discussion and Conclusions
In this paper, we demonstrated a blockchain-based shared knowledge system for robot swarms.
The approach yields short consensus times and a high accuracy—even in the presence of a
few Byzantine robots, which are managed using a reputation system. The blockchain stores
critical events during an experiment and then can be used for detailed insights into the
course of the events after the experiment is finished.
In a permissionless blockchain network, new blockchain addresses (pseudo-identities)
can be generated at any time. However, using the presented reputation management system, there is an incentive to keep an address to achieve a higher reputation over time. In
future work, we will refine the reputation management system and study further Byzantine
failures.
We argue that having a medium of shared knowledge can possibly facilitate the implementation of several swarm robotics algorithms and can pave the way for novel swarm
robotics applications (e.g., computationally lightweight machine learning algorithms). The
use of blockchain technology as decentralized tamper-proof reputation management system may be useful in a wide range of tasks.
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Experiment 3 – Reputation management system and influence of Byzantine robots:
non-secure approach (left) vs. secure approach (right)
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Figure 5: While the mean absolute error (MAE) increases linearly with the number of Byzantine robots k (robots that send a quality estimate of x i ,m = 1.0, independent of their sensor
readings) when using the non-secure approach (left), the secure approach (right) remains
largely unaffected when a few Byzantine robots are part of the swarm. The blue curves are
fitted via local regression, the gray areas represent the 95 % confidence interval. 30 repetitions of the experiment were executed for each value of k.
However, a shared knowledge medium introduces additional computational and memory requirements. Therefore, it may not be suitable for all swarm robotics tasks and systems.
The additional requirements depend on the number of participants in the network and the
amount of information that is sent to the blockchain. Therefore, it is important to determine
which information is security-relevant and should be stored on the blockchain, and which
information can be locally processed by the robots.
In future work, we will transfer the blockchain system to physical e-puck robots and
study the possibilities of consensus protocols tailored to robot swarms.
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